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Protec ng Yourself from Fraud
Including Iden ty The
Advanced Level

Fraud is an inten onal eﬀort to deceive another individual for personal gain. Fraudulent the of your iden ty can
wreak havoc on your life resul ng in arrests for crimes you did not commit, damage to your financial security, tarnished
credit reports. In some cases it can even compromise your health. Other types of fraud involve decep on in an eﬀort to
sell over‐valued or ineﬀec ve products. Some of the most common types of fraud include:
Iden ty the :
○ This type of fraud occurs when your personal and financial informa on is used without your permission. Iden ty
thieves may use your personal informa on to apply for credit or employment, make purchases for goods or
services, acquire new bank or credit accounts, or apply for a driver’s license. If a person using your iden ty is
halted for a traﬃc viola on or arrested, it goes on your record.

Communica ons:
○ This fraud strikes when thieves fraudulently use mass marke ng, mailings, telephone solicita ons and other forms
of communica ons to try and extract money directly from you, or to trick you into giving them your personal
informa on, account numbers, personal iden fica on numbers and passwords.

Tax:
○ Tax fraud involves scammers making claims that
you might be exempt from filing tax returns and/or
oﬀering to file your tax return in exchange for your
personal informa on.

Investment:
○

In this type of fraud, investors are deceived by people
claiming to be financial advisors or claiming to have an
investment that is guaranteed to make you money.

Credit:
○ Credit card fraud occurs when a thief uses your credit card number to make purchases. Another common example
of credit fraud involves foreclosure assistance firms that claim they can help struggling homeowners save their
home from foreclosure or lower their mortgage payments in exchange for an advance or monthly fee.

There are many common sense, no‐
cost measures you can take to protect
yourself against iden ty the and
fraud, but you have to take control and
responsibility to protect yourself.

Do you know anyone who has been a vic m of fraud? How did it
aﬀect them?
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How Does Fraud Occur?
Scammers are people who take advantage of your willingness to trust others. Most scammers start by building a level of
trust with you. They may make a promise to deliver a product or service in exchange for money they will ask you to pay
upfront. Some scammers are so good at what they do that you feel very comfortable giving away your personal
informa on. Next thing you know the scammer has your name, address, phone number, and maybe even your social
security number and other financial informa on. Scammers are professional thieves. Being aware of their techniques and
opera ons will help ensure your financial well‐being and security
These thieves can access your personal informa on in a variety of ways. The thief
might:
○
○

○
○
○

Name
Bank
Account
Numbers

Address &
Telephone
Number

Steal a purse/wallet, personal records from a workplace, mail, including
Personal
informa on carelessly discarded in the trash or recycling bin.
Social
Informa on
Credit
Divert mail by comple ng a change of address form at the Post Oﬃce to
Security
Card
Number
have all of your mail delivered to them. By doing this they raise the chance Numbers
of obtaining bank statements, credit card informa on and other personal
Driver’s
Birthdate
License
details that can be used for the thief’s benefit.
Number
Skim your credit and debit card informa on, including your personal iden fica on
number (PIN), by a aching a device to card processors or ATM machines.
Phish for personal informa on by pretending to be a company or depository ins tu on reques ng sensi ve
informa on from you via email.
Hack your computer or install spyware to monitor your internet use, send you pop‐up ads, and redirect your
computer to other sites.

Protec ng Yourself from Fraud
You are be er oﬀ being in a community than by yourself. The government creates and manages agencies that are
designed to protect you from fraud. The Federal Trade Commission (FTC) is the na on’s consumer protec on agency. It
collects complaints filed by consumers regarding iden ty the and many types of unsavory business prac ces. In addi on,
to protect consumers from unfair, decep ve or abusive financial transac ons, the Consumer Financial Protec on Bureau
(CFPB) was created by Congress in 2010. The CFPB wants to hear consumers’ viewpoints on ways to provide eﬀec ve, safe
and aﬀordable access to consumer financial products. It also invites consumers to submit a complaint about a consumer
financial product or service, at which point the agency will forward the complaint to the company and work to get a
response (www.consumerfinance.gov/complaint).
But, you are also responsible for yourself. Government agencies can do a lot to protect you from fraud, but the best way
to avoid fraud is to be alert to the risk and protect yourself. Here are a few basic guidelines to help protect you and your
personal informa on:
Evaluate a situa on before giving away money or personal informa on
○ Don't give out personal informa on over the phone, through the
mail or on the Internet unless you've ini ated the contact and are
sure you know with whom you are communica ng.
○ Before providing any personal informa on requested in an email
or on a phone call verify the source.
○ If you are unsure of a company reques ng money or personal
informa on check that company’s history with the Be er
Business Bureau.

What are three things you can begin doing
today to protect yourself from fraud?
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Protec ng Yourself From Fraud Con nued…
Protect your personal informa on
○ Don’t carry your Social Security card with you. Store it in a secure loca on.
○ Sign the back of your credit and debit cards with signature and “Please See Picture ID.”
○ Memorize your debit card PIN number. Think of an unusual combina on of numbers to use for your PIN and not a
familiar combina on such as your birthdate or street number.
○ Shred all personal documents before discarding them.
○ Use a fireproof safe to keep personal records.
○ Use your local post oﬃce to mail your bills and other documents. Your personal mailbox is not very secure.
○ The internet, including all the social network sites, oﬀers easy venues on which to share personal informa on. Be
careful never to post your Social Security number, address, phone number, birth date, or any financial informa on.
Monitor your financial informa on
○ To minimize fraud and lessen damages caused by iden ty
thieves monitor your financial informa on (credit
statements, bills, and depository ins tu on statements)
on a regular basis. No cing suspicious ac vity or pos ngs
early can help you catch fraud quickly.
Be careful when using the Internet
○ Before giving out any personal or financial informa on on
a website, look for the le ers “h ps” or a picture of a lock
either a er the URL or in the bo om right hand corner of
the page. These two indicators signify the site is secure.
Only give out personal informa on when purchasing from
a secure site.
○ Use a credit card instead of a debit card when making
online purchases. Credit cards have addi onal fraud
protec on.
○ Keep usernames and passwords safe. Choose a
combina on of le ers, numbers, and symbols not easily
iden fied. Use diﬀerent usernames and passwords for
diﬀerent sites and change them regularly. Select security
check ques ons with answers only you would know or
items that cannot be easily researched such as your
mother’s maiden name, school name, etc.
○ Do regular searches of yourself checking to see if your
name, picture or other personal informa on is being used
by someone else.
○ Remember that once informa on is posted online, it
cannot be taken back. Even when informa on is deleted,
older versions may s ll exist on other computers and can
be circulated online.
○ Use privacy se ngs on social networking sites, blogs, and
other sites to restrict who is able to view your informa on.

Check your credit reports for errors
○ You can request a free credit report from a na onal
credit repor ng agency once every 12 months. If
you get the reports at the same me, you can
determine whether there are any errors across the
bureaus. By reques ng the reports separately, you
can monitor your credit file at no cost more
frequently throughout the year. Immediately file a
dispute if inaccurate informa on is reported.
Prac ce electronic device safety
○ Use an ‐virus and an ‐spyware so ware and
update these security programs regularly.
○ Do not click on links found in pop‐up
adver sements or in suspicious email. Only
download so ware from trusted websites.
○ Watch for strange ac ons that might indicate a
computer is infected with spyware. You might see
a stream of pop‐up ads, unexpected toolbars or
icons on the computer screen and random error
messages.
Credit and debit cards are protected from fraud:
○ Credit cards: A credit card cardholder’s maximum liability for
unauthorized use of a credit card is $50. If loss of a credit card
is reported before the credit card is fraudulently used, the
cardholder has no personal liability for unauthorized charges.
If the credit card number is used fraudulently, but the credit
card itself is not used, the cardholder has no personal liability.
○ Debit card: Personal liability for unauthorized use of a debit card
depends on how quickly the loss is reported as well as the
policies of each depository ins tu on. Personal liability can
be $0, $50 (with 2 days), $500 (within 60 days), or unlimited
(a er 60 days). Monitor your informa on and report any
fraudulent uses or suspicions immediately.
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Fraud Protec on Services
Depository ins tu ons, credit card companies and other businesses oﬀer various types of fraud protec on. Fraud
protec on may be included in a purchase, oﬀered as an addi on to a purchase or purchased independently. Services may
include:
Would you purchase a fraud
○ Fraud monitoring and detec on
protec on service? Why or why not?
○ Cost recovery if fraud occurs
○ Legal counsel if fraud occurs
You are your best advocate. You can perform many of the services provided by
fraud protec on services at no cost if you educate yourself on what to look for and
who to contact should a problem arise.
If you are considering purchasing fraud protec on, research exactly what is
covered and your total cost. Even if the service is free, conduct research to ensure
the company’s legi macy.

What to do if you are a Vic m of Fraud
If you think you are a vic m of fraud it is of utmost importance to immediately report it to the authori es. This
minimizes any damages to your financial stability and well‐being. Learn to recognize fraud by watching for signs such as:
○ A business that has taken your money but hasn’t fulfilled their promises/obliga ons or won’t return your a empts
to contact them
○ Unfamiliar or unrecognizable charges on your financial accounts
The Stop Fraud website will tell
○ Being denied credit when all requirements say you should qualify
you which agency to report to and
○ An cipated mail (such as bills or account statements) is not being delivered to
provide specific ps depending on
your personal mailbox
the type of fraud.
○ Your credit report contains incorrect informa on If you are a vic m of fraud,
act immediately and keep a detailed record of all correspondence regarding
the fraud and your eﬀorts to repair the fraud.
If you are a vic m of fraud, act immediately and keep a detailed record of all correspondence regarding the fraud and
your eﬀorts to repair it.
Fraudulent ac vi es should be reported to your local law enforcement oﬃce. Fraud should also be reported to the
appropriate federal agency depending on the type of fraud. The Stop Fraud website is sponsored by the government
and includes a detailed list of where each
type of fraud should be reported
(h p://www.stopfraud.gov/report.html).
Depending on the type of fraud, the
government agency may provide
File a report
Report to the
Keep
addi onal ps or ac ons for helping
Act
with
your
appropriate
detailed
repair the specific type of fraud.
Immediately
local law
federal

records

enforcement

agency
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The following table iden fies a few of the most common government agencies and how each agency protects you:
Government agency

How the agency protects
consumers

Types of fraud to report to
this agency

Website

*Review the Stop Fraud
website to determine which
agency to report your
par cular fraud to
Federal Trade
Commission (FTC)

○

○

○
○
○

Iden ty The
Communica on
Credit

www. c.org

○

Credit

www.consumerfinance.gov

○

Health/Medical

www.fda.org

Regulate interstate and
interna onal
communica ons by radio,
television, wire, satellite
and cable
Protect investors and
maintain fair, orderly, and
eﬃcient financial markets

○

Communica ons

www.fcc.gov

○

Investment

www.sec.gov/

Prevent business
prac ces that are
an compe ve,
decep ve or unfair to
consumers
Enhance informed
consumer choice
Make markets for
consumer financial
products and services
work for Americans —
whether applying for a
mortgage, choosing
among credit cards, or
using any number of
other consumer financial
products.
Protect the public health

Consumer Financial
Protec on Bureau (cfpb)

○

Federal Drug
Administra on (FDA)
Federal
Communica ons
Commission (FCC)

○

US. Securi es and
Exchange Commission
(SEC)

○

Internal Revenue Service
(IRS)
Federal Bureau of
Inves ga on (FBI)

○

Enforce tax laws

○

Tax

www.irs.gov

○

Protect the United States
and its ci zens

○

Credit

www. i.gov

○

Government agencies work to protect you from fraud. However, you are responsible for yourself. You
are your best advocate. The best way to avoid fraud is to educate and protect yourself.
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